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Overview: The process map for Health Professions Trainees On/Off Boarding cycles through the following process and review activities:
TONB-01 Prepare for On-Boarding
TONB-01.01 Identify Security Requirements
TONB-01.02 Initiate Fingerprinting
TONB-01.03 Distribute On-Boarding Packet
TONB-01.04 Process Information
TONB-01.04.01 Submit Information
TONB-01.04.01.01 Complete Required Training
TONB-01.04.01.02 Issues?
TONB-01.04.01.03 Seek Assistance to Complete Training
TONB-01.04.01.04 Assist to Complete Training
TONB-01.04.01.05 Training Complete?
TONB-01.04.01.06 Withdraw?
TONB-01.04.01.07 Submit Information
TONB-01.04.01.08 Validate TMS and Submitted Information
TONB-01.04.02 Obtain Fingerprints
TONB-01.04.03 Process Fingerprints
TONB-01.04.04 Process Special Agreement Check Report
TONB-01.04.05 Receive Special Agreement Check Report
TONB-01.05 Review HPT Training Information
TONB-01.06 Identify HPT Screening Needs
TONB-01.07 Review HPT HR Information
TONB-01.08 Additional Screening Needs?
TONB-01.09 Perform Additional HPT Screening
TONB-01.10 Unfavorable/ Adverse?
TONB-01.11 Adjudicate HPT Information
TONB-01.12 Appointment Recommendation?
TONB-01.13 Notify Sponsoring Entity of Unfavorable Candidate
TONB-01.14 Notification of Recommendation
TONB-02 Complete On-Boarding
TONB-02.01 Signoff TQCVLs
TONB-02.02 Paid?
TONB-02.03 Send Appointment Letter to WOC Trainees
TONB-02.04 Enter Into PAID
TONB-02.05 Identify GFE Requirements
TONB-02.05.01 GFE Required?
TONB-02.05.02 Notify of GFE Requirements
TONB-02.05.03 Validate GFE Availability
TONB-02.06 Determine BI Requirements
TONB-02.07 BI Required?
TONB-02.08 Complete e-Qip or Reciprocity
TONB-02.08.01 Prior Federal Service?
TONB-02.08.02 Complete Self Certification of Continuous Service
TONB-02.08.03 Request Review
TONB-02.08.04 Upload Self Certification of Continuous Service Document
TONB-02.08.05 Conduct Reciprocity Applicability Review
TONB-02.08.06 Reciprocity?
TONB-02.08.07 Send Certificate of Eligibility
TONB-02.08.08 Request Background Investigation
TONB-02.08.09 Prepare Background Investigation
TONB-02.08.10 Receive and Forward Documents
TONB-02.08.11 Prepare Documents for Security and Investigations Center
TONB-02.08.12 Request e-QIP Questionnaire Completion
TONB-02.08.13 Submit Completed e-QIP
TONB-02.08.14 Submit Signature Pages
TONB-02.08.15 Rejected?
TONB-02.09 Create User Provisioning
TONB-02.09.01 Request User Provisioning
TONB-02.09.02 Review and Approve
TONB-02.09.03 Approve?
TONB-02.09.04 Review Request
TONB-02.09.05 Create Network Access
TONB-02.09.06 Create E-Mail Account
TONB-02.09.07 Remote Access?
TONB-02.09.08 Create Remote Access Account
TONB-02.10 Schedule PIV/Non-PIV Card and Initiate Certificate
TONB-02.10.01 Request PIV/Non-PIV Card
TONB-02.10.02 Determine if Soft Certificate Necessary
TONB-02.10.03 Review and Approve PIV Request
TONB-02.10.04 Approve?
TONB-02.10.05 Schedule PIV/Non-PIV Appointment
TONB-02.10.06 Soft Certificate Needed?
TONB-02.10.07 Submit Soft Certificate Request
TONB-02.10.08 Provide Soft Certificate Information
TONB-02.10.09 Add to Auto Enroll Security Group
TONB-02.10.10 Obtain Soft Certificate
TONB-02.10.11 Initiate Soft Certificate
TONB-02.10.12 Configure E-mail Client for Software Certificate
TONB-02.10.13 Issue PIV/Non-PIV Card
TONB-02.11 Request/Issue GFE
TONB-02.11.01 Complete GFE Request
TONB-02.11.02 Review and Process GFE Request
TONB-02.11.03 Stage and Ship GFE
TONB-02.11.04 Receive and/or Pick-up GFE
TONB-02.11.05 Assist Individual In First Time Access
TONB-02.11.06 Sign VA Property Pass
TONB-02.11.07 Receive Notification the GFE was Picked-up
TONB-02.12 Distribute Computer Access Codes
TONB-02.13 Schedule CPRS and Computer Training
TONB-02.14 Complete CPRS and Computer Training
TONB-02.15 BI Required?
TONB-02.16 Complete Background Investigation
TONB-02.17 Upload BI Results
TONB-02.18 Notify Sponsor of BI Results
TONB-02.19 Unfavorable BI?
TONB-02.20 Notify HPT of Unfavorable BI
TONB-03 Monitor and Control Access
TONB-03.01 Monitor Status
TONB-03.02 Change in Status?
TONB-03.03 Verify Access Requirements Met
TONB-03.03.01 Generate Training Compliance - Deficiency Report
TONB-03.03.02 Review Training Status
TONB-03.03.03 Receive Training Notification
TONB-03.03.04 Compliant?
TONB-03.03.05 Request Suspension of Access
TONB-03.03.06 Suspend HPTs Access
TONB-03.03.07 Notify HPT of Suspended Access
TONB-03.03.08 Take Training?
TONB-03.03.09 Complete Required Training
TONB-03.03.10 Training Recorded in TMS?
TONB-03.03.11 Request Restoration of Access
TONB-03.03.12 Ensure Training Recorded in TMS
TONB-03.03.13 Restore Access
TONB-03.04 Separating?
TONB-03.05 Update TMS Profile
TONB-03.06 TMS Admin Required?
TONB-03.07 Update of TMS Profile by TMS Administrator
TONB-03.08 Performance Management?
TONB-03.09 PIV Required?
TONB-03.10 Initiate PIV Card
TONB-03.10.01 Request PIV Card
TONB-03.10.02 Review and Approve PIV Request
TONB-03.10.03 Approve?
TONB-03.10.04 Schedule PIV Appointment
TONB-03.10.05 Issue PIV Card
TONB-04 Complete Off-Boarding
TONB-04.01 Issues?
TONB-04.02 Notify HRMO of Change in Status
TONB-04.03 Notify HRMO to Direct Off-Boarding
TONB-04.04 Direct Off-Boarding
TONB-04.05 Return Items for Off-Boarding
TONB-04.06 Accomplish Off-Boarding Local Actions
TONB-04.07 Notify HRMO Local Off-Boarding Actions Complete
TONB-04.08 Receive Notification PIV Card Turned In
TONB-04.09 Coordinate Account Deactivations
TONB-04.10 Deactivate PIV
TONB-04.11 Deactivate Virtual Private Network
TONB-04.12 Deactivate VA Network Accounts
TONB-04.13 Complete Off-Boarding
TONB-04.14 Perform Emergent Off-Boarding
TONB-04.14.01 Initiate Emergent Off-Boarding
TONB-04.14.02 Provide Recommended Actions
TONB-04.14.03 Deactivate VA Network Accounts
TONB-04.14.04 Escort Off Premises
TONB-04.14.05 Deactivate Virtual Private Network
TONB-04.14.06 Conduct Emergent Off-Boarding
TONB-04.14.07 Deactivate Physical Access
TONB-04.14.08 Notify HPT to Return Government Property
TONB-04.14.09 Return Government Property
TONB-04.14.10 Ensure Government Property Returned
TONB-04.14.11 Transfer Responsibility to Recover Property
TONB-04.14.12 Maintain Record of Emergent Off-Boarding
TONB-04.15 Archive Files
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[bookmark: _Toc165281598]Description
The Health Professions Trainees On/Off-Boarding (TONB) describes the objectives to obtain access to VA networks, facilities, and equipment by completing background investigations and required training, and if needed, obtaining Government Furnished Equipment with appropriate software. After initial on-boarding, the process also establishes the framework for consistently ensuring that all trainees have the proper access necessary to perform the role they are assigned and that they continue to meet those minimum requirements necessary to support granting the access.  The TONB process complies with the federal acquisition, security and privacy regulations. 
[bookmark: _Toc165281599]Goals
The goal of the TONB process is to establish the set of activities required to provide, monitor, control, and remove an HPTs access to VA systems, equipment, and facilities as appropriate to meet the needs of the VA.
Specific goals include:
· Completing required background investigation including the Special Agreement Check (SAC) for fingerprinting
· Reviewing and accepting VA Rules of Behavior
· Obtaining access to the Talent Management System
· Documenting the required information security and privacy training to access the VA network
· Receiving Government Furnished Equipment with needed software
· Accessing the VA network and establishing remote VA network access as required
· Obtaining VA identification and access to VA facilities
· Monitoring and verifying successful completion of annual security training requirements
· Monitoring and verifying successful adjudication of SAC, National Agency Check with Inquiries (NACI), Minimum Background Investigation (MBI), or Background Investigation (BI) as appropriate to the role
· Granting or withdrawing access based upon meeting or failing to meet requirements, and initiating personnel actions as necessary
· Notifying appropriate management personnel of access changes required based upon clearance adjudications or failure to meet requirements
· Ensuring identity badges, Personal Identity Verification (PIV) cards, keys and other access granting items are recovered before the Health Professions Trainee (HPT) departs from the VA
· Ensuring access to Public Key Infrastructure (PKI), as applicable
· Ensuring recovery of all Government Furnished Equipment (desktops, laptops, smart phone, printers, faxes, etc.) and other government property are properly recovered and transferred to the appropriate office in the VA within 24 hours if the HPT departs from the VA
· Ensuring that clearance through appropriate physical security personnel occurs
· Ensuring all system access privileges and network access are terminated
· Ensuring that all appropriate personnel actions are initiated and documented and notifications are made
[bookmark: _Toc165281600]Health Professions Trainees On/Off Boarding RACI Information
The following describes the RACI information for this process: 
TONB-01.01 Identify Security Requirements
Responsible Role: Sponsor
Accountable Role: VA Security Specialist
Consulted Role: Law Enforcement
Informed Role: None Listed
TONB-01.02 Initiate Fingerprinting
Responsible Role: Sponsor
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-01.03 Distribute On-Boarding Packet
Responsible Role: Sponsor
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-01.04.01.01 Complete Required Training
Responsible Role: Health Professions Trainees
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-01.04.01.02 Issues?
Responsible Role: Health Professions Trainees
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-01.04.01.03 Seek Assistance to Complete Training
Responsible Role: Health Professions Trainees
Accountable Role: Talent Management System Administrator
Consulted Role: None Listed
Informed Role: None Listed
TONB-01.04.01.04 Assist to Complete Training
Responsible Role: Talent Management System Administrator
Accountable Role: Health Professions Trainees
Consulted Role: None Listed
Informed Role: None Listed
TONB-01.04.01.05 Training Complete?
Responsible Role: Health Professions Trainees
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-01.04.01.06 Withdraw?
Responsible Role: Sponsor
Accountable Role: Talent Management System Administrator
Consulted Role: None Listed
Informed Role: None Listed
TONB-01.04.01.07 Submit Information
Responsible Role: Health Professions Trainees
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-01.04.01.08 Validate TMS and Submitted Information
Responsible Role: Sponsor
Accountable Role: Health Professions Trainees
Consulted Role: None Listed
Informed Role: None Listed
TONB-01.04.02 Obtain Fingerprints
Responsible Role: Health Professions Trainees
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-01.04.03 Process Fingerprints
Responsible Role: VA Security Specialist
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: Security and Investigations Center
TONB-01.04.04 Process Special Agreement Check Report
Responsible Role: VA Security Specialist
Accountable Role: Human Resource Management Officer
Consulted Role: Security and Investigations Center
Informed Role: None Listed
TONB-01.04.05 Receive Special Agreement Check Report
Responsible Role: Human Resource Management Officer
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-01.05 Review HPT Training Information
Responsible Role: Sponsor
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-01.06 Identify HPT Screening Needs
Responsible Role: Sponsor
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-01.07 Review HPT HR Information
Responsible Role: Human Resource Management Officer
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-01.08 Additional Screening Needs?
Responsible Role: Sponsor
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-01.09 Perform Additional HPT Screening
Responsible Role: Facility Designee
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-01.10 Unfavorable/ Adverse?
Responsible Role: Human Resource Management Officer
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-01.11 Adjudicate HPT Information
Responsible Role: Expert Panel
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-01.12 Appointment Recommendation?
Responsible Role: Human Resource Management Officer
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-01.13 Notify Sponsoring Entity of Unfavorable Candidate
Responsible Role: Sponsor
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-01.14 Notification of Recommendation
Responsible Role: Sponsor
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.01 Signoff TQCVLs
Responsible Role: Medical Center Director
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.02 Paid?
Responsible Role: Human Resource Management Officer
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.03 Send Appointment Letter to WOC Trainees
Responsible Role: Human Resource Management Officer
Accountable Role: Medical Center Director
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.04 Enter Into PAID
Responsible Role: Human Resource Management Officer
Accountable Role: Medical Center Director
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.05.01 GFE Required?
Responsible Role: Sponsor
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.05.02 Notify of GFE Requirements
Responsible Role: Sponsor
Accountable Role: IT Operations and Services Point of Contact
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.05.03 Validate GFE Availability
Responsible Role: IT Operations and Services Point of Contact
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.06 Determine BI Requirements
Responsible Role: Sponsor
Accountable Role: Human Resource Management Officer
Consulted Role: Security and Investigations Center
Informed Role: None Listed
TONB-02.07 BI Required?
Responsible Role: Sponsor
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.08.01 Prior Federal Service?
Responsible Role: Health Professions Trainees
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.08.02 Complete Self Certification of Continuous Service
Responsible Role: Health Professions Trainees
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: Security and Investigations Center
TONB-02.08.03 Request Review
Responsible Role: Sponsor
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.08.04 Upload Self Certification of Continuous Service Document
Responsible Role: Human Resource Management Officer
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.08.05 Conduct Reciprocity Applicability Review
Responsible Role: Personnel Security Specialist
Accountable Role: Security and Investigations Center
Consulted Role: None Listed
Informed Role: Human Resource Management Officer
TONB-02.08.06 Reciprocity?
Responsible Role: Personnel Security Specialist
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.08.07 Send Certificate of Eligibility
Responsible Role: Personnel Security Specialist
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.08.08 Request Background Investigation
Responsible Role: Human Resource Management Officer
Accountable Role: Sponsor
Consulted Role: Security and Investigations Center
Informed Role: None Listed
TONB-02.08.09 Prepare Background Investigation
Responsible Role: Health Professions Trainees
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.08.10 Receive and Forward Documents
Responsible Role: Sponsor
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.08.11 Prepare Documents for Security and Investigations Center
Responsible Role: Human Resource Management Officer
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: Security and Investigations Center
TONB-02.08.12 Request e-QIP Questionnaire Completion
Responsible Role: Personnel Security Specialist
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.08.13 Submit Completed e-QIP
Responsible Role: Health Professions Trainees
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: Security and Investigations Center
TONB-02.08.14 Submit Signature Pages
Responsible Role: Personnel Security Specialist
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.08.15 Rejected?
Responsible Role: Personnel Security Specialist
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.09.01 Request User Provisioning
Responsible Role: Sponsor
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.09.02 Review and Approve
Responsible Role: Approving Official
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: Health Professions Trainees; Enterprise Service Desk
TONB-02.09.03 Approve?
Responsible Role: Approving Official
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.09.04 Review Request
Responsible Role: Enterprise Service Desk
Accountable Role: Approving Official
Consulted Role: Sponsor
Informed Role: None Listed
TONB-02.09.05 Create Network Access
Responsible Role: Enterprise Service Desk
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.09.06 Create E-Mail Account
Responsible Role: Enterprise Service Desk
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: Information System Security Officer; Health Professions Trainees
TONB-02.09.07 Remote Access?
Responsible Role: Sponsor
Accountable Role: Health Professions Trainees
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.09.08 Create Remote Access Account
Responsible Role: Sponsor
Accountable Role: Health Professions Trainees
Consulted Role: None Listed
Informed Role: Information System Security Officer; Enterprise Service Desk
TONB-02.10.01 Request PIV/Non-PIV Card
Responsible Role: Sponsor
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: Field Administrative Services
TONB-02.10.02 Determine if Soft Certificate Necessary
Responsible Role: Sponsor
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.10.03 Review and Approve PIV Request
Responsible Role: Field Administrative Services
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: Health Professions Trainees
TONB-02.10.04 Approve?
Responsible Role: Field Administrative Services
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.10.05 Schedule PIV/Non-PIV Appointment
Responsible Role: Health Professions Trainees
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.10.06 Soft Certificate Needed?
Responsible Role: Health Professions Trainees
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.10.07 Submit Soft Certificate Request
Responsible Role: Health Professions Trainees
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.10.08 Provide Soft Certificate Information
Responsible Role: Sponsor
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.10.09 Add to Auto Enroll Security Group
Responsible Role: Public Key Infrastructure (PKI) Help Desk
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.10.10 Obtain Soft Certificate
Responsible Role: Health Professions Trainees
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.10.11 Initiate Soft Certificate
Responsible Role: Health Professions Trainees
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.10.12 Configure E-mail Client for Software Certificate
Responsible Role: Health Professions Trainees
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.10.13 Issue PIV/Non-PIV Card
Responsible Role: Personnel Security Specialist
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.11.01 Complete GFE Request
Responsible Role: Sponsor
Accountable Role: Just In Time Techs
Consulted Role: None Listed
Informed Role: Health Professions Trainees
TONB-02.11.02 Review and Process GFE Request
Responsible Role: Just In Time Techs
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: Health Professions Trainees; Information System Security Officer
TONB-02.11.03 Stage and Ship GFE
Responsible Role: Just In Time Techs
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: Health Professions Trainees
TONB-02.11.04 Receive and/or Pick-up GFE
Responsible Role: Health Professions Trainees
Accountable Role: Sponsor
Consulted Role: Just In Time Techs
Informed Role: None Listed
TONB-02.11.05 Assist Individual In First Time Access
Responsible Role: Just In Time Techs
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: Sponsor
TONB-02.11.06 Sign VA Property Pass
Responsible Role: Health Professions Trainees
Accountable Role: Just In Time Techs
Consulted Role: None Listed
Informed Role: Sponsor; Human Resource Management Officer
TONB-02.11.07 Receive Notification the GFE was Picked-up
Responsible Role: Sponsor
Accountable Role: Health Professions Trainees
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.12 Distribute Computer Access Codes
Responsible Role: IT Representative
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.13 Schedule CPRS and Computer Training
Responsible Role: Sponsor
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.14 Complete CPRS and Computer Training
Responsible Role: Health Professions Trainees
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.15 BI Required?
Responsible Role: Human Resource Management Officer
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.16 Complete Background Investigation
Responsible Role: Personnel Security Specialist
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.17 Upload BI Results
Responsible Role: Personnel Security Specialist
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.18 Notify Sponsor of BI Results
Responsible Role: Human Resource Management Officer
Accountable Role: Personnel Security Specialist
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.19 Unfavorable BI?
Responsible Role: Human Resource Management Officer
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-02.20 Notify HPT of Unfavorable BI
Responsible Role: Human Resource Management Officer
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-03.01 Monitor Status
Responsible Role: Sponsor
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-03.02 Change in Status?
Responsible Role: Sponsor
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-03.03.01 Generate Training Compliance - Deficiency Report
Responsible Role: Talent Management System Administrator
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-03.03.02 Review Training Status
Responsible Role: Sponsor
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-03.03.03 Receive Training Notification
Responsible Role: Health Professions Trainees
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-03.03.04 Compliant?
Responsible Role: Sponsor
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-03.03.05 Request Suspension of Access
Responsible Role: Sponsor
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-03.03.06 Suspend HPTs Access
Responsible Role: IT Operations and Services Point of Contact
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-03.03.07 Notify HPT of Suspended Access
Responsible Role: Sponsor
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-03.03.08 Take Training?
Responsible Role: Sponsor
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-03.03.09 Complete Required Training
Responsible Role: Health Professions Trainees
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-03.03.10 Training Recorded in TMS?
Responsible Role: Sponsor
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-03.03.11 Request Restoration of Access
Responsible Role: Sponsor
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-03.03.12 Ensure Training Recorded in TMS
Responsible Role: Sponsor
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-03.03.13 Restore Access
Responsible Role: IT Operations and Services Point of Contact
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-03.04 Separating?
Responsible Role: Sponsor
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-03.05 Update TMS Profile
Responsible Role: Health Professions Trainees
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-03.06 TMS Admin Required?
Responsible Role: Health Professions Trainees
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-03.07 Update of TMS Profile by TMS Administrator
Responsible Role: Talent Management System Administrator
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-03.08 Performance Management?
Responsible Role: Human Resource Management Officer
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-03.09 PIV Required?
Responsible Role: Human Resource Management Officer
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-03.10.01 Request PIV Card
Responsible Role: Sponsor
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-03.10.02 Review and Approve PIV Request
Responsible Role: Field Administrative Services
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: Health Professions Trainees
TONB-03.10.03 Approve?
Responsible Role: Field Administrative Services
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-03.10.04 Schedule PIV Appointment
Responsible Role: Health Professions Trainees
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-03.10.05 Issue PIV Card
Responsible Role: Personnel Security Specialist
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-04.01 Issues?
Responsible Role: Sponsor
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-04.02 Notify HRMO of Change in Status
Responsible Role: Sponsor
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-04.03 Notify HRMO to Direct Off-Boarding
Responsible Role: Sponsor
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-04.04 Direct Off-Boarding
Responsible Role: Human Resource Management Officer
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-04.05 Return Items for Off-Boarding
Responsible Role: Health Professions Trainees
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-04.06 Accomplish Off-Boarding Local Actions
Responsible Role: Health Professions Trainees
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-04.07 Notify HRMO Local Off-Boarding Actions Complete
Responsible Role: Local Administrative Support
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-04.08 Receive Notification PIV Card Turned In
Responsible Role: Human Resource Management Officer
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-04.09 Coordinate Account Deactivations
Responsible Role: Human Resource Management Officer
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: Health Professions Trainees
TONB-04.10 Deactivate PIV
Responsible Role: PIV Office
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-04.11 Deactivate Virtual Private Network
Responsible Role: Information System Security Officer
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-04.12 Deactivate VA Network Accounts
Responsible Role: IT Operations and Services Point of Contact
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-04.13 Complete Off-Boarding
Responsible Role: Health Professions Trainees
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-04.14.01 Initiate Emergent Off-Boarding
Responsible Role: Sponsor
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-04.14.02 Provide Recommended Actions
Responsible Role: Information System Security Officer
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-04.14.03 Deactivate VA Network Accounts
Responsible Role: IT Operations and Services Point of Contact
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-04.14.04 Escort Off Premises
Responsible Role: Law Enforcement
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-04.14.05 Deactivate Virtual Private Network
Responsible Role: Network and Security Operation Center (NSOC)
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-04.14.06 Conduct Emergent Off-Boarding
Responsible Role: Information System Security Officer
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-04.14.07 Deactivate Physical Access
Responsible Role: PIV Office
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-04.14.08 Notify HPT to Return Government Property
Responsible Role: Sponsor
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-04.14.09 Return Government Property
Responsible Role: Health Professions Trainees
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
TONB-04.14.10 Ensure Government Property Returned
Responsible Role: Sponsor
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-04.14.11 Transfer Responsibility to Recover Property
Responsible Role: Sponsor
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-04.14.12 Maintain Record of Emergent Off-Boarding
Responsible Role: Sponsor
Accountable Role: Human Resource Management Officer
Consulted Role: None Listed
Informed Role: None Listed
TONB-04.15 Archive Files
Responsible Role: Human Resource Management Officer
Accountable Role: Sponsor
Consulted Role: None Listed
Informed Role: None Listed
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Associated Artifacts information for this process include: 
CRISP Screening Checklist
MSE-TMS Completion Record for Mandatory Training for Trainees Template
OPM Form OF306-Declaration for Federal Employment Template 
OPM INV-70B Request for PIPS-CVS User ID-Access Template 
OPM Standard Form 61-Appointment Affidavits Template 
PIV Applicant Information for Employees and Contractors
Security and Investigations Center Contractor / Employee Fingerprinting Request Form Template
Self-Certification of Continuous Service Template
Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form
- Repository: VA PKI Information and Enrollment Portal
Special Agreement Check Request Form
USCIS Form I-9, Employment Eligibility Verification Template 
VA Employee: Background Investigation Request Worksheet Template 
VA Form 0710- Authorization for a Release of Information Template 
VA Form 0752-Confidentiality of Sensitive Information Non-Disclosure Agreement Template 
VA Form 0887-VA Government Property Loan Form Template 
VA Form 0923-Serious Incident Report Template 
VA Form 10-2850d APPLICATION FOR HEALTH PROFESSIONS TRAINEES
VA Form 3248-Employees Clearance from Indebtedness Template 
VA Form 4236-Certificate of Eligibility Template
[bookmark: _Toc165281602]Health Professions Trainees On/Off-Boarding: Tools and Web Sites Information
The Tools and Web Sites associated with this process include: 
Citrix Access Gateway
Electronic Official Personnel Folder (eOPF) 
Electronic Questionnaires for Investigations Processing (e-QIP)
Field Administrative Services
Form I-9, Employment Eligibility Verification
Identity Documentation Criteria
ISSO Locator List
ISSO Virtual Private Network Portal
IT Service Management
Network Security Operations Center Remedy Portal
Personal Identity Verification Database
Personnel and Accounting Integrated Data (PAID) System
Personnel Investigations Processing System (PIPS)
Physical Access Control System
PIV Appointment Scheduling Tool
PIV Badge Offices
PIV Card Management System
Position Designation Automated Tool (PDAT)
Rational Team Concert (Change/Configuration Management)
Remote Access Portal
Rescue AnyConnect Virtual Private Network
Security and Investigations Center Resource Site
Service Desk Ticketing System
Talent Management System (TMS)
Talent Management System Self Enrollment Portal
Trainee Qualifications and Credentials Verification Letter (TQCVL) Appendix C
Trainee Qualifications and Credentials Verification Letter (TQCVL) Appendix D
VA HSPD-12 Program, How to Get a VA ID Badge
VA Office of Academic Affiliations - Educational Affiliation Agreements
VA PIV Enrollment Portal
VA PKI Information and Enrollment Portal
VHA Mandatory Training for Trainees
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Standards associated with this process include: 
Code of Federal Regulations, Part 731 - Suitability (Title 5, CFR 731)
Executive Order 13467, Reforming Processes Related to Suitability for Government Employment, Fitness for Contractor Employees, and Eligibility for Access to Classified National Security Information
Executive Order 13488, Granting Reciprocity on Excepted Service and Federal Contractor Employee Fitness and Reinvestigating Individuals in Positions of Public Trust
Federal Information Processing Standards Publications (FIPS) 140-2, Security Requirements for Cryptographic Modules
Federal Information Processing Standards Publications (FIPS) 201-2, Personal Identity Verification (PIV) of Federal Employees and Contractors
Framework for Improving Critical Infrastructure Cybersecurity Draft Version 1.1
How to Get a VA ID Badge
How to Self-Enroll and Take the MTT in TMS
HSPD-12 Communication - New Identity Source Document Guidelines
Identity Documentation Criteria
Information Access and Privacy Program
Special Agreement Checks Requirements
Suitability Processing Handbook  
VA Card Types and Requirements
VA Directive 0321, Serious Incident Reports
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program
VA Directive 5005, Staffing
VA Directive 6500, Managing Information Security Risk: VA Information Security Program
VA Handbook 0730/4, Security and Law Enforcement
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Handbook 6500.1, Electronic Media Sanitization 
VA Handbook 7002, Logistics Management Procedures
VA Public Key Infrastructure (PKI) Program Setting up E-mail Outlook 2003
VA Public Key Infrastructure (PKI) Program Setting up E-mail Outlook 2007
VA Public Key Infrastructure (PKI) Program Setting up E-mail Outlook 2010
VA Public Key Infrastructure (PKI) Program, Completing PKI Paperwork Instructional Document
VAPERSEC 17-02 Personal Identity Verification (PIV) Card Issuance
VAPERSEC 18-01 Special Agreement Checks Requirements
VHA Directive 0710, Personnel Security and Suitability Program
VHA Directive 2004-066 - Educational Affiliation Agreements
VHA Handbook 0710.01, Position Risk and Sensitivity Designations for VHA Positions and Medical Center Policy
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[bookmark: _Toc165281605]Process Activity Name: TONB-01 Prepare for On-Boarding
Previous Activities
Process Begins
Next Activities
TONB-01.01 Identify Security Requirements
[bookmark: _Toc165281606]Process Activity Name: TONB-01.01 Identify Security Requirements
Previous Activities
TONB-01 Prepare for On-Boarding
Next Activities
TONB-01.02 Initiate Fingerprinting
[bookmark: _Toc165281607]Process Activity Name: TONB-01.02 Initiate Fingerprinting
Previous Activities
TONB-01.01 Identify Security Requirements
Next Activities
TONB-01.03 Distribute On-Boarding Packet
[bookmark: _Toc165281608]Process Activity Name: TONB-01.03 Distribute On-Boarding Packet
Previous Activities
TONB-01.02 Initiate Fingerprinting
Next Activities
TONB-01.04 Process Information
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Previous Activities
TONB-01.03 Distribute On-Boarding Packet
Next Activities
TONB-01.04.01 Submit Information
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Previous Activities
TONB-01.04 Process Information
Next Activities
TONB-01.04.01.01 Complete Required Training
[bookmark: _Toc165281611]Process Activity Name: TONB-01.04.01.01 Complete Required Training
Previous Activities
TONB-01.04.01 Submit Information
Next Activities
TONB-01.04.01.02 Issues?
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Previous Activities
TONB-01.04.01.01 Complete Required Training
Next Activities
If "YES": 
TONB-01.04.01.03 Seek Assistance to Complete Training
Or
If "NO": 
TONB-01.04.01.07 Submit Information
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Previous Activities
TONB-01.04.01.02 Issues?
Next Activities
TONB-01.04.01.04 Assist to Complete Training
[bookmark: _Toc165281614]Process Activity Name: TONB-01.04.01.04 Assist to Complete Training
Previous Activities
TONB-01.04.01.03 Seek Assistance to Complete Training
Next Activities
TONB-01.04.01.05 Training Complete?
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Previous Activities
TONB-01.04.01.04 Assist to Complete Training
Next Activities
If "YES": 
TONB-01.04.01.07 Submit Information
Or
If "NO": 
TONB-01.04.01.06 Withdraw?
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Previous Activities
TONB-01.04.01.05 Training Complete?
Next Activities
If "YES": 
TONB-04.15 Archive Files
Or
If "NO": 
TONB-01.04.01.01 Complete Required Training
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Previous Activities
TONB-01.04.01.02 Issues?
Or
TONB-01.04.01.05 Training Complete?
Next Activities
TONB-01.04.01.08 Validate TMS and Submitted Information
[bookmark: _Toc165281618]Process Activity Name: TONB-01.04.01.08 Validate TMS and Submitted Information
Previous Activities
TONB-01.04.01.07 Submit Information
Next Activities
TONB-01.04.02 Obtain Fingerprints
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Previous Activities
TONB-01.04.01.08 Validate TMS and Submitted Information
Next Activities
TONB-01.04.03 Process Fingerprints
[bookmark: _Toc165281620]Process Activity Name: TONB-01.04.03 Process Fingerprints
Previous Activities
TONB-01.04.02 Obtain Fingerprints
Next Activities
TONB-01.04.04 Process Special Agreement Check Report
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Previous Activities
TONB-01.04.03 Process Fingerprints
Next Activities
TONB-01.04.05 Receive Special Agreement Check Report
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Previous Activities
TONB-01.04.04 Process Special Agreement Check Report
Next Activities
TONB-01.05 Review HPT Training Information
And
TONB-01.06 Identify HPT Screening Needs
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Concurrent Activities
TONB-01.06 Identify HPT Screening Needs
Previous Activities
TONB-01.04.05 Receive Special Agreement Check Report
Next Activities
TONB-01.07 Review HPT HR Information
[bookmark: _Toc165281624]Process Activity Name: TONB-01.06 Identify HPT Screening Needs
Concurrent Activities
TONB-01.05 Review HPT Training Information
Previous Activities
TONB-01.04.05 Receive Special Agreement Check Report
Next Activities
TONB-01.07 Review HPT HR Information
[bookmark: _Toc165281625]Process Activity Name: TONB-01.07 Review HPT HR Information
Previous Activities
TONB-01.05 Review HPT Training Information
AND
TONB-01.06 Identify HPT Screening Needs
Next Activities
TONB-01.08 Additional Screening Needs?
[bookmark: _Toc165281626]Process Activity Name: TONB-01.08 Additional Screening Needs?
Previous Activities
TONB-01.07 Review HPT HR Information
Next Activities
If "YES": 
TONB-01.09 Perform Additional HPT Screening
Or
If "NO": 
TONB-01.10 Unfavorable/ Adverse?
[bookmark: _Toc165281627]Process Activity Name: TONB-01.09 Perform Additional HPT Screening
Previous Activities
TONB-01.08 Additional Screening Needs?
Next Activities
TONB-01.10 Unfavorable/ Adverse?
[bookmark: _Toc165281628]Process Activity Name: TONB-01.10 Unfavorable/ Adverse?
Previous Activities
TONB-01.08 Additional Screening Needs?
Or
TONB-01.09 Perform Additional HPT Screening
Next Activities
If "YES": 
TONB-01.11 Adjudicate HPT Information
Or
If "NO": 
TONB-01.14 Notification of Recommendation
[bookmark: _Toc165281629]Process Activity Name: TONB-01.11 Adjudicate HPT Information
Previous Activities
TONB-01.10 Unfavorable/ Adverse?
Next Activities
TONB-01.12 Appointment Recommendation?
[bookmark: _Toc165281630]Process Activity Name: TONB-01.12 Appointment Recommendation?
Previous Activities
TONB-01.11 Adjudicate HPT Information
Next Activities
If "YES": 
TONB-01.14 Notification of Recommendation
Or
If "NO": 
TONB-01.13 Notify Sponsoring Entity of Unfavorable Candidate
[bookmark: _Toc165281631]Process Activity Name: TONB-01.13 Notify Sponsoring Entity of Unfavorable Candidate
Previous Activities
TONB-01.12 Appointment Recommendation?
Next Activities
TONB-04.15 Archive Files
[bookmark: _Toc165281632]Process Activity Name: TONB-01.14 Notification of Recommendation
Previous Activities
TONB-01.10 Unfavorable/ Adverse?
Or
TONB-01.12 Appointment Recommendation?
Next Activities
TONB-02 Complete On-Boarding
[bookmark: _Toc165281633]Process Activity Name: TONB-02 Complete On-Boarding
Previous Activities
TONB-01.14 Notification of Recommendation
Next Activities
TONB-02.01 Signoff TQCVLs
[bookmark: _Toc165281634]Process Activity Name: TONB-02.01 Signoff TQCVLs
Previous Activities
TONB-02 Complete On-Boarding
Next Activities
TONB-02.02 Paid?
[bookmark: _Toc165281635]Process Activity Name: TONB-02.02 Paid?
Previous Activities
TONB-02.01 Signoff TQCVLs
Next Activities
If "YES": 
TONB-02.04 Enter Into PAID
Or
If "NO": 
TONB-02.03 Send Appointment Letter to WOC Trainees
[bookmark: _Toc165281636]Process Activity Name: TONB-02.03 Send Appointment Letter to WOC Trainees
Previous Activities
TONB-02.02 Paid?
Next Activities
TONB-02.05 Identify GFE Requirements
[bookmark: _Toc165281637]Process Activity Name: TONB-02.04 Enter Into PAID
Previous Activities
TONB-02.02 Paid?
Next Activities
TONB-02.05 Identify GFE Requirements
[bookmark: _Toc165281638]Process Activity Name: TONB-02.05 Identify GFE Requirements
Previous Activities
TONB-02.03 Send Appointment Letter to WOC Trainees
Or
TONB-02.04 Enter Into PAID
Next Activities
TONB-02.05.01 GFE Required?
[bookmark: _Toc165281639]Process Activity Name: TONB-02.05.01 GFE Required?
Previous Activities
TONB-02.05 Identify GFE Requirements
Next Activities
If "YES": 
TONB-02.05.02 Notify of GFE Requirements
Or
If "NO": 
TONB-02.06 Determine BI Requirements
[bookmark: _Toc165281640]Process Activity Name: TONB-02.05.02 Notify of GFE Requirements
Previous Activities
TONB-02.05.01 GFE Required?
Next Activities
TONB-02.05.03 Validate GFE Availability
[bookmark: _Toc165281641]Process Activity Name: TONB-02.05.03 Validate GFE Availability
Previous Activities
TONB-02.05.02 Notify of GFE Requirements
Next Activities
TONB-02.06 Determine BI Requirements
[bookmark: _Toc165281642]Process Activity Name: TONB-02.06 Determine BI Requirements
Previous Activities
TONB-02.05.01 GFE Required?
Or
TONB-02.05.03 Validate GFE Availability
Next Activities
TONB-02.07 BI Required?
[bookmark: _Toc165281643]Process Activity Name: TONB-02.07 BI Required?
Previous Activities
TONB-02.06 Determine BI Requirements
Next Activities
If "YES": 
TONB-02.08 Complete e-Qip or Reciprocity
Or
If "NO": 
TONB-02.09 Create User Provisioning
[bookmark: _Toc165281644]Process Activity Name: TONB-02.08 Complete e-Qip or Reciprocity
Previous Activities
TONB-02.07 BI Required?
Next Activities
TONB-02.08.01 Prior Federal Service?
[bookmark: _Toc165281645]Process Activity Name: TONB-02.08.01 Prior Federal Service?
Previous Activities
TONB-02.08 Complete e-Qip or Reciprocity
Next Activities
If "YES": 
TONB-02.08.02 Complete Self Certification of Continuous Service
Or
If "NO": 
TONB-02.08.08 Request Background Investigation
[bookmark: _Toc165281646]Process Activity Name: TONB-02.08.02 Complete Self Certification of Continuous Service
Previous Activities
TONB-02.08.01 Prior Federal Service?
Next Activities
TONB-02.08.03 Request Review
[bookmark: _Toc165281647]Process Activity Name: TONB-02.08.03 Request Review
Previous Activities
TONB-02.08.02 Complete Self Certification of Continuous Service
Next Activities
TONB-02.08.04 Upload Self Certification of Continuous Service Document
[bookmark: _Toc165281648]Process Activity Name: TONB-02.08.04 Upload Self Certification of Continuous Service Document
Previous Activities
TONB-02.08.03 Request Review
Next Activities
TONB-02.08.05 Conduct Reciprocity Applicability Review
[bookmark: _Toc165281649]Process Activity Name: TONB-02.08.05 Conduct Reciprocity Applicability Review
Previous Activities
TONB-02.08.04 Upload Self Certification of Continuous Service Document
Next Activities
TONB-02.08.06 Reciprocity?
[bookmark: _Toc165281650]Process Activity Name: TONB-02.08.06 Reciprocity?
Previous Activities
TONB-02.08.05 Conduct Reciprocity Applicability Review
Next Activities
If "YES": 
TONB-02.08.07 Send Certificate of Eligibility
Or
If "NO": 
TONB-02.08.08 Request Background Investigation
[bookmark: _Toc165281651]Process Activity Name: TONB-02.08.07 Send Certificate of Eligibility
Previous Activities
TONB-02.08.06 Reciprocity?
Next Activities
TONB-02.09 Create User Provisioning
[bookmark: _Toc165281652]Process Activity Name: TONB-02.08.08 Request Background Investigation
Previous Activities
TONB-02.08.01 Prior Federal Service?
Or
TONB-02.08.06 Reciprocity?
Next Activities
TONB-02.08.09 Prepare Background Investigation
[bookmark: _Toc165281653]Process Activity Name: TONB-02.08.09 Prepare Background Investigation
Previous Activities
TONB-02.08.08 Request Background Investigation
Next Activities
TONB-02.08.10 Receive and Forward Documents
[bookmark: _Toc165281654]Process Activity Name: TONB-02.08.10 Receive and Forward Documents
Previous Activities
TONB-02.08.09 Prepare Background Investigation
Next Activities
TONB-02.08.11 Prepare Documents for Security and Investigations Center
[bookmark: _Toc165281655]Process Activity Name: TONB-02.08.11 Prepare Documents for Security and Investigations Center
Previous Activities
TONB-02.08.10 Receive and Forward Documents
Next Activities
TONB-02.08.12 Request e-QIP Questionnaire Completion
[bookmark: _Toc165281656]Process Activity Name: TONB-02.08.12 Request e-QIP Questionnaire Completion
Previous Activities
TONB-02.08.11 Prepare Documents for Security and Investigations Center
Next Activities
TONB-02.08.13 Submit Completed e-QIP
[bookmark: _Toc165281657]Process Activity Name: TONB-02.08.13 Submit Completed e-QIP
Previous Activities
TONB-02.08.12 Request e-QIP Questionnaire Completion
Or
TONB-02.08.15 Rejected?
Next Activities
TONB-02.08.14 Submit Signature Pages
[bookmark: _Toc165281658]Process Activity Name: TONB-02.08.14 Submit Signature Pages
Previous Activities
TONB-02.08.13 Submit Completed e-QIP
Next Activities
TONB-02.08.15 Rejected?
[bookmark: _Toc165281659]Process Activity Name: TONB-02.08.15 Rejected?
Previous Activities
TONB-02.08.14 Submit Signature Pages
Next Activities
If "REJECT": 
TONB-02.08.13 Submit Completed e-QIP
Or
If "ACCEPT": 
TONB-02.09 Create User Provisioning
[bookmark: _Toc165281660]Process Activity Name: TONB-02.09 Create User Provisioning
Previous Activities
TONB-02.08.07 Send Certificate of Eligibility
Or
TONB-02.08.15 Rejected?
Next Activities
TONB-02.09.01 Request User Provisioning
[bookmark: _Toc165281661]Process Activity Name: TONB-02.09.01 Request User Provisioning
Previous Activities
TONB-02.09 Create User Provisioning
Or
TONB-02.09.04 Review Request
Next Activities
TONB-02.09.02 Review and Approve
[bookmark: _Toc165281662]Process Activity Name: TONB-02.09.02 Review and Approve
Previous Activities
TONB-02.09.01 Request User Provisioning
Next Activities
TONB-02.09.03 Approve?
[bookmark: _Toc165281663]Process Activity Name: TONB-02.09.03 Approve?
Previous Activities
TONB-02.09.02 Review and Approve
Next Activities
If "YES": 
TONB-02.09.04 Review Request
Or
If "NO": 
TONB-02.09.01 Request User Provisioning
[bookmark: _Toc165281664]Process Activity Name: TONB-02.09.04 Review Request
Previous Activities
TONB-02.09.03 Approve?
Next Activities
TONB-02.09.05 Create Network Access
[bookmark: _Toc165281665]Process Activity Name: TONB-02.09.05 Create Network Access
Previous Activities
TONB-02.09.04 Review Request
Next Activities
TONB-02.09.06 Create E-Mail Account
[bookmark: _Toc165281666]Process Activity Name: TONB-02.09.06 Create E-Mail Account
Previous Activities
TONB-02.09.05 Create Network Access
Next Activities
TONB-02.09.07 Remote Access?
[bookmark: _Toc165281667]Process Activity Name: TONB-02.09.07 Remote Access?
Previous Activities
TONB-02.09.06 Create E-Mail Account
Next Activities
If "YES": 
TONB-02.09.08 Create Remote Access Account
Or
If "NO": 
TONB-02.10 Schedule PIV/Non-PIV Card and Initiate Certificate
[bookmark: _Toc165281668]Process Activity Name: TONB-02.09.08 Create Remote Access Account
Previous Activities
TONB-02.09.07 Remote Access?
Next Activities
TONB-02.10 Schedule PIV/Non-PIV Card and Initiate Certificate
[bookmark: _Toc165281669]Process Activity Name: TONB-02.10 Schedule PIV/Non-PIV Card and Initiate Certificate
Previous Activities
TONB-02.09.06 Create E-Mail Account
Or
TONB-02.09.07 Remote Access?
Next Activities
TONB-02.10.01 Request PIV/Non-PIV Card
And
TONB-02.10.02 Determine if Soft Certificate Necessary
[bookmark: _Toc165281670]Process Activity Name: TONB-02.10.01 Request PIV/Non-PIV Card
Concurrent Activities
TONB-02.10.02 Determine if Soft Certificate Necessary
Previous Activities
TONB-02.10 Schedule PIV/Non-PIV Card and Initiate Certificate
Or
TONB-02.10.04 Approve?
Next Activities
TONB-02.10.03 Review and Approve PIV Request
[bookmark: _Toc165281671]Process Activity Name: TONB-02.10.02 Determine if Soft Certificate Necessary
Concurrent Activities
TONB-02.10.01 Request PIV/Non-PIV Card
Previous Activities
TONB-02.10 Schedule PIV/Non-PIV Card and Initiate Certificate
Or
TONB-02.10.04 Approve?
Next Activities
TONB-02.10.03 Review and Approve PIV Request
[bookmark: _Toc165281672]Process Activity Name: TONB-02.10.03 Review and Approve PIV Request
Previous Activities
TONB-02.10.01 Request PIV/Non-PIV Card
AND
TONB-02.10.02 Determine if Soft Certificate Necessary
Next Activities
TONB-02.10.04 Approve?
[bookmark: _Toc165281673]Process Activity Name: TONB-02.10.04 Approve?
Previous Activities
TONB-02.10.03 Review and Approve PIV Request
Next Activities
If "YES": 
TONB-02.10.05 Schedule PIV/Non-PIV Appointment
Or
If "NO": 
TONB-02.10.01 Request PIV/Non-PIV Card
And
TONB-02.10.02 Determine if Soft Certificate Necessary
[bookmark: _Toc165281674]Process Activity Name: TONB-02.10.05 Schedule PIV/Non-PIV Appointment
Previous Activities
TONB-02.10.04 Approve?
Next Activities
TONB-02.10.06 Soft Certificate Needed?
[bookmark: _Toc165281675]Process Activity Name: TONB-02.10.06 Soft Certificate Needed?
Previous Activities
TONB-02.10.05 Schedule PIV/Non-PIV Appointment
Next Activities
If "YES": 
TONB-02.10.07 Submit Soft Certificate Request
Or
If "NO": 
TONB-02.10.13 Issue PIV/Non-PIV Card
[bookmark: _Toc165281676]Process Activity Name: TONB-02.10.07 Submit Soft Certificate Request
Previous Activities
TONB-02.10.06 Soft Certificate Needed?
Next Activities
TONB-02.10.08 Provide Soft Certificate Information
[bookmark: _Toc165281677]Process Activity Name: TONB-02.10.08 Provide Soft Certificate Information
Previous Activities
TONB-02.10.07 Submit Soft Certificate Request
Next Activities
TONB-02.10.09 Add to Auto Enroll Security Group
[bookmark: _Toc165281678]Process Activity Name: TONB-02.10.09 Add to Auto Enroll Security Group
Previous Activities
TONB-02.10.08 Provide Soft Certificate Information
Next Activities
TONB-02.10.10 Obtain Soft Certificate
[bookmark: _Toc165281679]Process Activity Name: TONB-02.10.10 Obtain Soft Certificate
Previous Activities
TONB-02.10.09 Add to Auto Enroll Security Group
Next Activities
TONB-02.10.11 Initiate Soft Certificate
[bookmark: _Toc165281680]Process Activity Name: TONB-02.10.11 Initiate Soft Certificate
Previous Activities
TONB-02.10.10 Obtain Soft Certificate
Next Activities
TONB-02.10.12 Configure E-mail Client for Software Certificate
[bookmark: _Toc165281681]Process Activity Name: TONB-02.10.12 Configure E-mail Client for Software Certificate
Previous Activities
TONB-02.10.11 Initiate Soft Certificate
Next Activities
TONB-02.10.13 Issue PIV/Non-PIV Card
[bookmark: _Toc165281682]Process Activity Name: TONB-02.10.13 Issue PIV/Non-PIV Card
Previous Activities
TONB-02.10.06 Soft Certificate Needed?
Or
TONB-02.10.12 Configure E-mail Client for Software Certificate
Next Activities
TONB-02.11 Request/Issue GFE
[bookmark: _Toc165281683]Process Activity Name: TONB-02.11 Request/Issue GFE
Previous Activities
TONB-02.10.11 Initiate Soft Certificate
Next Activities
TONB-02.11.01 Complete GFE Request
[bookmark: _Toc165281684]Process Activity Name: TONB-02.11.01 Complete GFE Request
Previous Activities
TONB-02.11 Request/Issue GFE
Next Activities
TONB-02.11.02 Review and Process GFE Request
[bookmark: _Toc165281685]Process Activity Name: TONB-02.11.02 Review and Process GFE Request
Previous Activities
TONB-02.11.01 Complete GFE Request
Next Activities
TONB-02.11.03 Stage and Ship GFE
[bookmark: _Toc165281686]Process Activity Name: TONB-02.11.03 Stage and Ship GFE
Previous Activities
TONB-02.11.02 Review and Process GFE Request
Next Activities
TONB-02.11.04 Receive and/or Pick-up GFE
[bookmark: _Toc165281687]Process Activity Name: TONB-02.11.04 Receive and/or Pick-up GFE
Previous Activities
TONB-02.11.03 Stage and Ship GFE
Next Activities
TONB-02.11.05 Assist Individual In First Time Access
[bookmark: _Toc165281688]Process Activity Name: TONB-02.11.05 Assist Individual In First Time Access
Previous Activities
TONB-02.11.04 Receive and/or Pick-up GFE
Next Activities
TONB-02.11.06 Sign VA Property Pass
[bookmark: _Toc165281689]Process Activity Name: TONB-02.11.06 Sign VA Property Pass
Previous Activities
TONB-02.11.05 Assist Individual In First Time Access
Next Activities
TONB-02.11.07 Receive Notification the GFE was Picked-up
[bookmark: _Toc165281690]Process Activity Name: TONB-02.11.07 Receive Notification the GFE was Picked-up
Previous Activities
TONB-02.11.06 Sign VA Property Pass
Next Activities
TONB-02.12 Distribute Computer Access Codes
[bookmark: _Toc165281691]Process Activity Name: TONB-02.12 Distribute Computer Access Codes
Previous Activities
TONB-02.11.01 Complete GFE Request
Or
TONB-02.11.05 Assist Individual In First Time Access
Next Activities
TONB-02.13 Schedule CPRS and Computer Training
[bookmark: _Toc165281692]Process Activity Name: TONB-02.13 Schedule CPRS and Computer Training
Previous Activities
TONB-02.12 Distribute Computer Access Codes
Next Activities
TONB-02.14 Complete CPRS and Computer Training
[bookmark: _Toc165281693]Process Activity Name: TONB-02.14 Complete CPRS and Computer Training
Previous Activities
TONB-02.13 Schedule CPRS and Computer Training
Next Activities
TONB-02.15 BI Required?
[bookmark: _Toc165281694]Process Activity Name: TONB-02.15 BI Required?
Previous Activities
TONB-02.14 Complete CPRS and Computer Training
Next Activities
If "YES": 
TONB-02.16 Complete Background Investigation
Or
If "NO": 
TONB-03 Monitor and Control Access
[bookmark: _Toc165281695]Process Activity Name: TONB-02.16 Complete Background Investigation
Previous Activities
TONB-02.15 BI Required?
Next Activities
TONB-02.17 Upload BI Results
[bookmark: _Toc165281696]Process Activity Name: TONB-02.17 Upload BI Results
Previous Activities
TONB-02.16 Complete Background Investigation
Next Activities
TONB-02.18 Notify Sponsor of BI Results
[bookmark: _Toc165281697]Process Activity Name: TONB-02.18 Notify Sponsor of BI Results
Previous Activities
TONB-02.17 Upload BI Results
Next Activities
TONB-02.19 Unfavorable BI?
[bookmark: _Toc165281698]Process Activity Name: TONB-02.19 Unfavorable BI?
Previous Activities
TONB-02.18 Notify Sponsor of BI Results
Next Activities
If "YES": 
TONB-02.20 Notify HPT of Unfavorable BI
Or
If "NO": 
TONB-03 Monitor and Control Access
[bookmark: _Toc165281699]Process Activity Name: TONB-02.20 Notify HPT of Unfavorable BI
Previous Activities
TONB-02.19 Unfavorable BI?
Next Activities
TONB-04 Complete Off-Boarding
[bookmark: _Toc165281700]Process Activity Name: TONB-03 Monitor and Control Access
Previous Activities
TONB-02.15 BI Required?
Or
TONB-02.19 Unfavorable BI?
Next Activities
TONB-03.01 Monitor Status
[bookmark: _Toc165281701]Process Activity Name: TONB-03.01 Monitor Status
Previous Activities
TONB-03 Monitor and Control Access
Next Activities
TONB-03.02 Change in Status?
[bookmark: _Toc165281702]Process Activity Name: TONB-03.02 Change in Status?
Previous Activities
TONB-03.01 Monitor Status
Next Activities
If "YES": 
TONB-03.04 Separating?
Or
If "NO": 
TONB-03.03 Verify Access Requirements Met
[bookmark: _Toc165281703]Process Activity Name: TONB-03.03 Verify Access Requirements Met
Previous Activities
TONB-03.02 Change in Status?
Next Activities
TONB-03.03.01 Generate Training Compliance - Deficiency Report
And
TONB-03.03.02 Review Training Status
And
TONB-03.03.03 Receive Training Notification
[bookmark: _Toc165281704]Process Activity Name: TONB-03.03.01 Generate Training Compliance - Deficiency Report
Concurrent Activities
TONB-03.03.02 Review Training Status
And
TONB-03.03.03 Receive Training Notification
Previous Activities
TONB-03.03 Verify Access Requirements Met
Next Activities
TONB-03.03.04 Compliant?
[bookmark: _Toc165281705]Process Activity Name: TONB-03.03.02 Review Training Status
Concurrent Activities
TONB-03.03.01 Generate Training Compliance - Deficiency Report
And
TONB-03.03.03 Receive Training Notification
Previous Activities
TONB-03.03 Verify Access Requirements Met
Next Activities
TONB-03.03.04 Compliant?
[bookmark: _Toc165281706]Process Activity Name: TONB-03.03.03 Receive Training Notification
Concurrent Activities
TONB-03.03.01 Generate Training Compliance - Deficiency Report
And
TONB-03.03.02 Review Training Status
Previous Activities
TONB-03.03 Verify Access Requirements Met
Next Activities
TONB-03.03.04 Compliant?
[bookmark: _Toc165281707]Process Activity Name: TONB-03.03.04 Compliant?
Previous Activities
TONB-03.03.01 Generate Training Compliance - Deficiency Report
AND
TONB-03.03.02 Review Training Status
AND
TONB-03.03.03 Receive Training Notification
Next Activities
If "YES": 
TONB-03.01 Monitor Status
Or
If "NO": 
TONB-03.03.05 Request Suspension of Access
[bookmark: _Toc165281708]Process Activity Name: TONB-03.03.05 Request Suspension of Access
Previous Activities
TONB-03.03.04 Compliant?
Next Activities
TONB-03.03.06 Suspend HPTs Access
[bookmark: _Toc165281709]Process Activity Name: TONB-03.03.06 Suspend HPTs Access
Previous Activities
TONB-03.03.05 Request Suspension of Access
Next Activities
TONB-03.03.07 Notify HPT of Suspended Access
[bookmark: _Toc165281710]Process Activity Name: TONB-03.03.07 Notify HPT of Suspended Access
Previous Activities
TONB-03.03.06 Suspend HPTs Access
Next Activities
TONB-03.03.08 Take Training?
[bookmark: _Toc165281711]Process Activity Name: TONB-03.03.08 Take Training?
Previous Activities
TONB-03.03.07 Notify HPT of Suspended Access
Next Activities
If "YES": 
TONB-03.03.09 Complete Required Training
Or
If "NO": 
TONB-04 Complete Off-Boarding
[bookmark: _Toc165281712]Process Activity Name: TONB-03.03.09 Complete Required Training
Previous Activities
TONB-03.03.08 Take Training?
Next Activities
TONB-03.03.10 Training Recorded in TMS?
[bookmark: _Toc165281713]Process Activity Name: TONB-03.03.10 Training Recorded in TMS?
Previous Activities
TONB-03.03.09 Complete Required Training
Next Activities
If "YES": 
TONB-03.03.11 Request Restoration of Access
Or
If "NO": 
TONB-03.03.12 Ensure Training Recorded in TMS
[bookmark: _Toc165281714]Process Activity Name: TONB-03.03.11 Request Restoration of Access
Previous Activities
TONB-03.03.10 Training Recorded in TMS?
Or
TONB-03.03.12 Ensure Training Recorded in TMS
Next Activities
TONB-03.03.13 Restore Access
[bookmark: _Toc165281715]Process Activity Name: TONB-03.03.12 Ensure Training Recorded in TMS
Previous Activities
TONB-03.03.10 Training Recorded in TMS?
Next Activities
TONB-03.03.11 Request Restoration of Access
[bookmark: _Toc165281716]Process Activity Name: TONB-03.03.13 Restore Access
Previous Activities
TONB-03.03.11 Request Restoration of Access
Next Activities
TONB-03.01 Monitor Status
[bookmark: _Toc165281717]Process Activity Name: TONB-03.04 Separating?
Previous Activities
TONB-03.02 Change in Status?
Next Activities
If "YES": 
TONB-04 Complete Off-Boarding
Or
If "NO": 
TONB-03.05 Update TMS Profile
[bookmark: _Toc165281718]Process Activity Name: TONB-03.05 Update TMS Profile
Previous Activities
TONB-03.04 Separating?
Next Activities
TONB-03.06 TMS Admin Required?
[bookmark: _Toc165281719]Process Activity Name: TONB-03.06 TMS Admin Required?
Previous Activities
TONB-03.05 Update TMS Profile
Next Activities
If "YES": 
TONB-03.07 Update of TMS Profile by TMS Administrator
Or
If "NO": 
TONB-03.08 Performance Management?
[bookmark: _Toc165281720]Process Activity Name: TONB-03.07 Update of TMS Profile by TMS Administrator
Previous Activities
TONB-03.06 TMS Admin Required?
Next Activities
TONB-03.08 Performance Management?
[bookmark: _Toc165281721]Process Activity Name: TONB-03.08 Performance Management?
Previous Activities
TONB-03.06 TMS Admin Required?
Or
TONB-03.07 Update of TMS Profile by TMS Administrator
Next Activities
If "YES": 
TONB-04 Complete Off-Boarding
Or
If "NO": 
TONB-03.09 PIV Required?
[bookmark: _Toc165281722]Process Activity Name: TONB-03.09 PIV Required?
Previous Activities
TONB-03.08 Performance Management?
Next Activities
If "YES": 
TONB-03.10 Initiate PIV Card
Or
If "NO": 
TONB-03.01 Monitor Status
[bookmark: _Toc165281723]Process Activity Name: TONB-03.10 Initiate PIV Card
Previous Activities
TONB-03.09 PIV Required?
Next Activities
TONB-03.10.01 Request PIV Card
[bookmark: _Toc165281724]Process Activity Name: TONB-03.10.01 Request PIV Card
Previous Activities
TONB-03.10 Initiate PIV Card
Next Activities
TONB-03.10.02 Review and Approve PIV Request
[bookmark: _Toc165281725]Process Activity Name: TONB-03.10.02 Review and Approve PIV Request
Previous Activities
TONB-03.10.01 Request PIV Card
Next Activities
TONB-03.10.03 Approve?
[bookmark: _Toc165281726]Process Activity Name: TONB-03.10.03 Approve?
Previous Activities
TONB-03.10.02 Review and Approve PIV Request
Next Activities
If "YES": 
TONB-03.10.04 Schedule PIV Appointment
Or
If "NO": 
TONB-03.10.01 Request PIV Card
[bookmark: _Toc165281727]Process Activity Name: TONB-03.10.04 Schedule PIV Appointment
Previous Activities
TONB-03.10.03 Approve?
Next Activities
TONB-03.10.05 Issue PIV Card
[bookmark: _Toc165281728]Process Activity Name: TONB-03.10.05 Issue PIV Card
Previous Activities
TONB-03.10.04 Schedule PIV Appointment
Next Activities
TONB-03.01 Monitor Status
[bookmark: _Toc165281729]Process Activity Name: TONB-04 Complete Off-Boarding
Previous Activities
TONB-02.20 Notify HPT of Unfavorable BI
Or
TONB-03.04 Separating?
Or
TONB-03.08 Performance Management?
Next Activities
TONB-04.01 Issues?
[bookmark: _Toc165281730]Process Activity Name: TONB-04.01 Issues?
Previous Activities
TONB-04 Complete Off-Boarding
Next Activities
If "YES": 
TONB-04.14 Perform Emergent Off-Boarding
Or
If "NO": 
TONB-04.02 Notify HRMO of Change in Status
[bookmark: _Toc165281731]Process Activity Name: TONB-04.02 Notify HRMO of Change in Status
Previous Activities
TONB-04.01 Issues?
Next Activities
TONB-04.03 Notify HRMO to Direct Off-Boarding
[bookmark: _Toc165281732]Process Activity Name: TONB-04.03 Notify HRMO to Direct Off-Boarding
Previous Activities
TONB-04.02 Notify HRMO of Change in Status
Next Activities
TONB-04.04 Direct Off-Boarding
And
TONB-04.05 Return Items for Off-Boarding
[bookmark: _Toc165281733]Process Activity Name: TONB-04.04 Direct Off-Boarding
Concurrent Activities
TONB-04.05 Return Items for Off-Boarding
Previous Activities
TONB-04.03 Notify HRMO to Direct Off-Boarding
Next Activities
TONB-04.06 Accomplish Off-Boarding Local Actions
[bookmark: _Toc165281734]Process Activity Name: TONB-04.05 Return Items for Off-Boarding
Concurrent Activities
TONB-04.04 Direct Off-Boarding
Previous Activities
TONB-04.03 Notify HRMO to Direct Off-Boarding
Next Activities
TONB-04.06 Accomplish Off-Boarding Local Actions
[bookmark: _Toc165281735]Process Activity Name: TONB-04.06 Accomplish Off-Boarding Local Actions
Previous Activities
TONB-04.04 Direct Off-Boarding
AND
TONB-04.05 Return Items for Off-Boarding
Next Activities
TONB-04.07 Notify HRMO Local Off-Boarding Actions Complete
[bookmark: _Toc165281736]Process Activity Name: TONB-04.07 Notify HRMO Local Off-Boarding Actions Complete
Previous Activities
TONB-04.06 Accomplish Off-Boarding Local Actions
Next Activities
TONB-04.08 Receive Notification PIV Card Turned In
And
TONB-04.09 Coordinate Account Deactivations
And
TONB-04.10 Deactivate PIV
And
TONB-04.11 Deactivate Virtual Private Network
And
TONB-04.12 Deactivate VA Network Accounts
[bookmark: _Toc165281737]Process Activity Name: TONB-04.08 Receive Notification PIV Card Turned In
Concurrent Activities
TONB-04.09 Coordinate Account Deactivations
And
TONB-04.10 Deactivate PIV
And
TONB-04.11 Deactivate Virtual Private Network
And
TONB-04.12 Deactivate VA Network Accounts
Previous Activities
TONB-04.07 Notify HRMO Local Off-Boarding Actions Complete
Next Activities
TONB-04.13 Complete Off-Boarding
[bookmark: _Toc165281738]Process Activity Name: TONB-04.09 Coordinate Account Deactivations
Concurrent Activities
TONB-04.08 Receive Notification PIV Card Turned In
And
TONB-04.10 Deactivate PIV
And
TONB-04.11 Deactivate Virtual Private Network
And
TONB-04.12 Deactivate VA Network Accounts
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TONB-04.07 Notify HRMO Local Off-Boarding Actions Complete
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TONB-04.13 Complete Off-Boarding
[bookmark: _Toc165281739]Process Activity Name: TONB-04.10 Deactivate PIV
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TONB-04.08 Receive Notification PIV Card Turned In
And
TONB-04.09 Coordinate Account Deactivations
And
TONB-04.11 Deactivate Virtual Private Network
And
TONB-04.12 Deactivate VA Network Accounts
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TONB-04.07 Notify HRMO Local Off-Boarding Actions Complete
Next Activities
TONB-04.13 Complete Off-Boarding
[bookmark: _Toc165281740]Process Activity Name: TONB-04.11 Deactivate Virtual Private Network
Concurrent Activities
TONB-04.08 Receive Notification PIV Card Turned In
And
TONB-04.09 Coordinate Account Deactivations
And
TONB-04.10 Deactivate PIV
And
TONB-04.12 Deactivate VA Network Accounts
Previous Activities
TONB-04.07 Notify HRMO Local Off-Boarding Actions Complete
Next Activities
TONB-04.13 Complete Off-Boarding
[bookmark: _Toc165281741]Process Activity Name: TONB-04.12 Deactivate VA Network Accounts
Concurrent Activities
TONB-04.08 Receive Notification PIV Card Turned In
And
TONB-04.09 Coordinate Account Deactivations
And
TONB-04.10 Deactivate PIV
And
TONB-04.11 Deactivate Virtual Private Network
Previous Activities
TONB-04.07 Notify HRMO Local Off-Boarding Actions Complete
Next Activities
TONB-04.13 Complete Off-Boarding
[bookmark: _Toc165281742]Process Activity Name: TONB-04.13 Complete Off-Boarding
Previous Activities
TONB-04.08 Receive Notification PIV Card Turned In
AND
TONB-04.09 Coordinate Account Deactivations
AND
TONB-04.10 Deactivate PIV
AND
TONB-04.11 Deactivate Virtual Private Network
AND
TONB-04.12 Deactivate VA Network Accounts
Next Activities
TONB-04.15 Archive Files
[bookmark: _Toc165281743]Process Activity Name: TONB-04.14 Perform Emergent Off-Boarding
Previous Activities
TONB-04.01 Issues?
Next Activities
TONB-04.14.01 Initiate Emergent Off-Boarding
And
TONB-04.14.02 Provide Recommended Actions
[bookmark: _Toc165281744]Process Activity Name: TONB-04.14.01 Initiate Emergent Off-Boarding
Concurrent Activities
TONB-04.14.02 Provide Recommended Actions
Previous Activities
TONB-04.14 Perform Emergent Off-Boarding
Next Activities
TONB-04.14.03 Deactivate VA Network Accounts
And
TONB-04.14.04 Escort Off Premises
And
TONB-04.14.05 Deactivate Virtual Private Network
And
TONB-04.14.06 Conduct Emergent Off-Boarding
And
TONB-04.14.07 Deactivate Physical Access
And
TONB-04.14.08 Notify HPT to Return Government Property
[bookmark: _Toc165281745]Process Activity Name: TONB-04.14.02 Provide Recommended Actions
Concurrent Activities
TONB-04.14.01 Initiate Emergent Off-Boarding
Previous Activities
TONB-04.14 Perform Emergent Off-Boarding
Next Activities
TONB-04.14.03 Deactivate VA Network Accounts
And
TONB-04.14.04 Escort Off Premises
And
TONB-04.14.05 Deactivate Virtual Private Network
And
TONB-04.14.06 Conduct Emergent Off-Boarding
And
TONB-04.14.07 Deactivate Physical Access
And
TONB-04.14.08 Notify HPT to Return Government Property
[bookmark: _Toc165281746]Process Activity Name: TONB-04.14.03 Deactivate VA Network Accounts
Concurrent Activities
TONB-04.14.04 Escort Off Premises
And
TONB-04.14.05 Deactivate Virtual Private Network
And
TONB-04.14.06 Conduct Emergent Off-Boarding
And
TONB-04.14.07 Deactivate Physical Access
And
TONB-04.14.08 Notify HPT to Return Government Property
Previous Activities
TONB-04.14.01 Initiate Emergent Off-Boarding
AND
TONB-04.14.02 Provide Recommended Actions
Next Activities
TONB-04.14.09 Return Government Property
[bookmark: _Toc165281747]Process Activity Name: TONB-04.14.04 Escort Off Premises
Concurrent Activities
TONB-04.14.03 Deactivate VA Network Accounts
And
TONB-04.14.05 Deactivate Virtual Private Network
And
TONB-04.14.06 Conduct Emergent Off-Boarding
And
TONB-04.14.07 Deactivate Physical Access
And
TONB-04.14.08 Notify HPT to Return Government Property
Previous Activities
TONB-04.14.01 Initiate Emergent Off-Boarding
AND
TONB-04.14.02 Provide Recommended Actions
Next Activities
TONB-04.14.09 Return Government Property
[bookmark: _Toc165281748]Process Activity Name: TONB-04.14.05 Deactivate Virtual Private Network
Concurrent Activities
TONB-04.14.03 Deactivate VA Network Accounts
And
TONB-04.14.04 Escort Off Premises
And
TONB-04.14.06 Conduct Emergent Off-Boarding
And
TONB-04.14.07 Deactivate Physical Access
And
TONB-04.14.08 Notify HPT to Return Government Property
Previous Activities
TONB-04.14.01 Initiate Emergent Off-Boarding
AND
TONB-04.14.02 Provide Recommended Actions
Next Activities
TONB-04.14.09 Return Government Property
[bookmark: _Toc165281749]Process Activity Name: TONB-04.14.06 Conduct Emergent Off-Boarding
Concurrent Activities
TONB-04.14.03 Deactivate VA Network Accounts
And
TONB-04.14.04 Escort Off Premises
And
TONB-04.14.05 Deactivate Virtual Private Network
And
TONB-04.14.07 Deactivate Physical Access
And
TONB-04.14.08 Notify HPT to Return Government Property
Previous Activities
TONB-04.14.01 Initiate Emergent Off-Boarding
AND
TONB-04.14.02 Provide Recommended Actions
Next Activities
TONB-04.14.09 Return Government Property
[bookmark: _Toc165281750]Process Activity Name: TONB-04.14.07 Deactivate Physical Access
Concurrent Activities
TONB-04.14.03 Deactivate VA Network Accounts
And
TONB-04.14.04 Escort Off Premises
And
TONB-04.14.05 Deactivate Virtual Private Network
And
TONB-04.14.06 Conduct Emergent Off-Boarding
And
TONB-04.14.08 Notify HPT to Return Government Property
Previous Activities
TONB-04.14.01 Initiate Emergent Off-Boarding
AND
TONB-04.14.02 Provide Recommended Actions
Next Activities
TONB-04.14.09 Return Government Property
[bookmark: _Toc165281751]Process Activity Name: TONB-04.14.08 Notify HPT to Return Government Property
Concurrent Activities
TONB-04.14.03 Deactivate VA Network Accounts
And
TONB-04.14.04 Escort Off Premises
And
TONB-04.14.05 Deactivate Virtual Private Network
And
TONB-04.14.06 Conduct Emergent Off-Boarding
And
TONB-04.14.07 Deactivate Physical Access
Previous Activities
TONB-04.14.01 Initiate Emergent Off-Boarding
AND
TONB-04.14.02 Provide Recommended Actions
Next Activities
TONB-04.14.09 Return Government Property
[bookmark: _Toc165281752]Process Activity Name: TONB-04.14.09 Return Government Property
Previous Activities
TONB-04.14.03 Deactivate VA Network Accounts
AND
TONB-04.14.04 Escort Off Premises
AND
TONB-04.14.05 Deactivate Virtual Private Network
AND
TONB-04.14.06 Conduct Emergent Off-Boarding
AND
TONB-04.14.07 Deactivate Physical Access
AND
TONB-04.14.08 Notify HPT to Return Government Property
Next Activities
TONB-04.14.10 Ensure Government Property Returned
[bookmark: _Toc165281753]Process Activity Name: TONB-04.14.10 Ensure Government Property Returned
Previous Activities
TONB-04.14.09 Return Government Property
Next Activities
TONB-04.14.11 Transfer Responsibility to Recover Property
[bookmark: _Toc165281754]Process Activity Name: TONB-04.14.11 Transfer Responsibility to Recover Property
Previous Activities
TONB-04.14.10 Ensure Government Property Returned
Next Activities
TONB-04.14.12 Maintain Record of Emergent Off-Boarding
[bookmark: _Toc165281755]Process Activity Name: TONB-04.14.12 Maintain Record of Emergent Off-Boarding
Previous Activities
TONB-04.14.11 Transfer Responsibility to Recover Property
Next Activities
TONB-04.15 Archive Files
[bookmark: _Toc165281756]Process Activity Name: TONB-04.15 Archive Files
Previous Activities
TONB-01.13 Notify Sponsoring Entity of Unfavorable Candidate
Or
TONB-03.03.12 Ensure Training Recorded in TMS
Or
TONB-04.13 Complete Off-Boarding
Or
TONB-04.14.12 Maintain Record of Emergent Off-Boarding
Next Activities
Process Ends

END OF PROCESS
Product Documentation	2	
image2.png
Health Professions Trainees On/Off-Boarding (TONB)

- [

g TONB-01 TONB-03 ’ r "TONB-04 ‘
2 Prepare Monitor I Complete

2 For On-Boarding and Control Access Off-Boarding.

© B &

pr—
TONB-02
Complete | I

For On-Boarding

Health Professions Trainees





image3.png
Health Professions Trainees On/Off-Boarding: TONB-01 Prepare for On-Boarding

Sponsor

TONB-01.01
Identify
Security

Requirements

TONB-01.02
Initiate
Fingerprinting

TONE-01.06.
Identify.
HPT Screening Needs.

TONB-01.14
Notification
of Recommendation

J

TONB01.13
Notify.

of Unfavorable
Candidate

‘Sponsoring Entity —‘

Human Resource
Management
Officer

TONB-01.07
Review
HPT HR

Information

Health
Profes
T

TONB-01.04
Process
Information

Expert Panel

v

ToNB-01.11
Adjudicate
HPT Information

ity

Designee

v
TONB-01.09
Perform
Additional
HPT Screening





image4.png
Health Professions Trainees On/Off-Boarding: TONB-01.04 Process Information

kil

=

. . - N
i ot o TONB-01.04.04

Process B

z bl Special Agreement
E] Ll Check Report
H ¥

<

>
e
58 ( )
2z TONB-01.04.05
£ Receive
c g Special Agreement
g Check Report

E ————
s¢
IS

2

o

4

o

=

¥

= N b \

£ TONE-01.04.01 TONB-01.04.02

© Submit Obtain

2 ¥

2 Information Fingerprints

o 4 . 4

o

=

B

®

3

=





image5.png
Health Professions Trainees On/Off-Boarding: TONB-01.04.01 Submit Information

g
g p |
5 TONB-01.04.01.04
= Assis
£ to Complete
-] e
2 Training
] 4
=
F
~ e
S TONB-01.04.01.08
2 Validate
2 TMS and Submitted
@ Information
N J
—
P N X
TONB-01.04.01.03 T
Seek NO—C
Assistance to

Complete Training.

e L ——
TONB-01.04.01.01 " rone- TONB-01.04.01.07

O "o Lmn O

Required Training N Information

Health Professions Trainees





image6.png
Health Professions Trainees On/Off-Boarding: TONB-02 Complete On-Boarding

Human Resource Management
Officer

H o2t ToNB.0217
£ Complete R
§3% Background
£2% pom Bl Results
538 Investigation
_—— - J
TonB02.03
Send
Appoinment Letter to e Sponsor of
WOCTrainees \

c-5 P
§5% Tous.212
£83 Disuibute
E29 Computer Access
34 Codes
Ees —
&
v a a ~ - M N - X N
TONB-02.05 TONB02.08 TONB-02.09 e e
dentiy Compiete Create schedule Notiy
GFE Requirements e-QIP or Reciprocity User Provisioning CPRS and Computer HPT of
- Taining Unfavortie 51
) £ L L J \ J
H
H
2 S
- ( : TONB-02.10 P
Tone.0206 Scheduie ToNg.0211 o
Determine &==D» PIV/Non-PIV Card and Request/lssue complete
‘Bl Requirements. C Initiate Certificate. GFE Off-Boarding
Tys||  Towon
BTEY Signoff
38t Tacuis
5935 «
)
A R S—
/519 TonB218
Xy Complete
g5 coR and Computer
2r Training
&





image7.png
Health Professions Trainees On/Off-Boarding: TONB-02.05 Identify GFE Requirements

P
TONB-02.05.03
Validate
GFE Availability

IT Operations and Services
Point of Contact

TONB-02.05.02
Notify
of GFE Requirements

Sponsor





image8.png
Health Professions Trainees On/Off-Boarding: TONB-02.08 Complete e-QIP or Re:

2 TONB-02.08.05 -~ TONB-02.08.07
T Conduct 020806 _yes send
—_
2 Reciprocity Reciprocity? Certificate of
a Applicability Review
> \ ) ’ J T
£ s
< o
2 . i
a
] IONEc208 12 TONB-02.08.14
£ e - Submit
5 -QIP Questionnaire -
8 i ignature Pages
] J
a x ¥
8
£g v p \
38, TONB-02.08.04 oo TONB-02.08.11
2ESQ Upload ey Prepare
3 ‘.},E Self Certification of G k“ o Documents for
PR3 Continuous Service Sckerous Security and
£s \_ Document X Investigation Investigations Center |
Es B S T
E
H TONB-02.08.03 JLOMD 029510
2 Request
3 Review
& Documents
X x .
| p ¥ ¥
3 TONB-02.08.02 TONB-02.08.09 .
= Complete Prepare =
S Self Certification of Background o
ﬁ P Continuous Service Investigation Alami
30
[gE 1
£ es
£F !
E TONB-
020801
Service?





image9.png
Health Professions Trainees On/Off-Boarding: TONB-02.09 Create User Provisioning

=
@
3
[}
3 - N - ;
2 TONB-02.05.04 TONB-02.09.05 TONB-02.05.06
a Review Create Create
9 Request Network Access E-Mail Account
5 J \ ) \
: [
2
£
Il
= ¥es
S p _—
£ N
) ToNe- - TONB-02.09.02
w Review
£ and Approve
8 . L )
a I x
o no
<
TONB-02.09.01 ) N
O Resuen Sewo
User Provisioning Access?
] i) ;
2
2 es
2 v
2
&a ( |

TONB-02.09.08

Create
—_—
Remote Access

Account





image10.png
Health Professions Trainees On/Off-Boarding: TONB-02.10 Schedule PIV/Non-PIV Card and Initiate Certificate

v
T2 4.‘..,' TONB-02.10.09
2%
258 Add
288 to Auto Enroll
SS8o Security Group
gET
= S
— s \
o >5
£Z2 TONB-02.10.13
8§58 tssue
282 PIV/Non-PIV Card
2od \ J
S
TONB-02.10.02
Determine.
> if Soft Certificate
5 Neceuzry
g - -
2 TONB-02.10.08
a TONB-02.10.01 e
s .|. :
Soft Certificate
PIV/Non-PIV Card e
il
- no
2 A . N
] one. TONB-02.10.03
g9 S Review
£g Approve? and Approve PIV
£ Request
<8 v . J
i | 7 O
T >
e
F X
no
2 - - N L P = - p N
£68 | 10, 10, 10
£8% TONB-02.10.05 fh TONB-02.10.07 . B 10T TONB-02.10.12
s 8 e Schedule 02.10.06 submi R o Configure
£ 06 e YES—> Obtain Initiate
285 PIV/Non-PIV | L Soft Certificate O el e Cortiiin E-mail Client for
2e Appointment ed? Request R e it Soft Certificate





image11.png
Health Professions Trainees On/Off-Boarding: TONB-02.11 Request/Issue GFE

2 TONB-02.11.01 JTONB-02-11.07

s Complete e

S e Notification the GFE

& s} ‘was Picked-up
. - N

o

2

S

2 p N - N - .

° TONE-02.11.02 ONG.02.1103 TONB-02.11.05

= Review 25 Assist

F and Process e Individual in First

£ GFE Request. St

ﬂ \ J " J

3

o

4

o

=

¥

= - p - \

s TONB-02.11.04 TONB-02.11.06

a2 L > Receiveand/or Sign

9 Pick-up GFE VA Property Pass

S

2 L )L

=

B

©

3

=





image12.png
Health Professions Trainees On/Off-Boarding: TONB-03 Monitor and Control Access

-
98 Tone. Tone:
S5Eg 8305 o uo rerormance v
3 &g Required? Management?
Sees Z =
T ocO
@ s X
s -
® TONB-03.07
g E Update
== of TMS Profile by TMS.
E Administrator
]
<
g, R
£28 TONB-03.10
38< Initiate
397
E PIV Card
XS
o - 4 )
2 2
(-0 —0
( ) TONB-03.03
= TONB-03.01 Verify
2 Monitor Access
5 Status Requirements Met
& A %
No No
'
v
—

~ TONB-
008 _yes
e





image13.png
Health Professions Trainees On/Off-Boarding: TONB-03.03 Verify Access Requirements Met

«
2e P .
-2 Ste
€558 TONB-03.03.06 TONB-03.03.13
S SEE Suspend Restore —
225 o HPTs Access Access
ogeo
L J L
= N J— S —
S v -
® TONB-03.03.01
g 2 Generate
Sic Training Compliance -
£ Deficiency Report
] N )
<
\ , \ - Y ~ p N
TR TONB-03.03.05 TONB-03.03.07 TONB-03.03.11
e Request Notify Request
A 'ems‘:: Suspension HPT of Restoration
raining Status of Access Suspended Access. of Access
. J . J n
~ ) N
S TONB-03.03.12
2 Ensure
2 Training Recorded >
n inTVS
. J Iy
Yes
Tong-
03.03.10
0~ Training
 Recorded i
E \
= ToNB-08 TONB-03.03.09
£ .g 9 Complete Complete
299 Off-Boarding Required Trai
£ 2T L
5 S .
S
I





image14.png
Health Professions Trainees On/Off-Boarding: TONB-03.10 Initiate PIV Card

H TONB-03.10.01

£ > Request

28 PIV Card

a

— J

o

>
]

® v

-3 ~
28 TONB-03.10.02
3 200 Review
53 Approve? - and Approve
<2 PIV Request
T L »
1
[

TONB-03.10.04
Schedule
PIV Appointment

Health Professions
Trainees

Pra— AN

Personal Security
Specialist

TONB-03.10.05
Issue
PIV Card





image15.png
Health Professions Trainees On/Off-Boarding: TONB-04 Complete Off-Boarding

PIV Card Turned In

A ( \
253 ToNg-04.12

G2y8 Deactvate

5

25558 > VANetwork
ogao Accounts
&

<

Sz, TonB.0a.11

£Z5 &

] . Descivaie

E3¢ Virtual Private

£40 Network.
S8

222y TonB.04.10

§E8¢ > Deactivate

t5ef oy
£33 L J

sl TONB-04.15

g N Archive
£t Account Fies
38. Deactivations

Y }

c®

i TONB.04.04 L

i — 4 = [
2 oft-Boarding e

TON.04.03
oty
HRMO o Direct
5 L | orsouding |
£
: i P S—
& ToN.04.02
e oty
bt HRMO of Change in
status
¥ N
2 TonBoaor
Hi3 Norify
TES HAMO Local OfF-
SES Boarding Actions
£3 Complete
5
2
£ i ] - N B
53 ToNB04.05 TONB-04.06
£5¢ e compin pomovs)
S35 tems for Ot Boarding Local
TeE J ] |





image16.png
Health Professions Trainees On/Off-Boarding: TONB-04.14 Perform Emergent Off-Boarding

2a

of

Contact

IT Oper:
and Se
Poi

TONB-04.14.03.
Deactivate
VA Network

Accounts

Law

TONB-04.14.04
Escort
Off Premises

Network

Securi
Operations Enforcement,

Center

TONB-04.14.05.
Deactivate

Virtual Private
Network

Information
Security
Officer

TONB-04.14.02
Provide
Recommended
Actions.

——
TONB-04.14.06.
Conduct
Emergent
Off-Boarding

Identity

Personal
Verification
Office

Spons

TONB-04.14.01
Inifiate
Emergent
OffBoarding

J L

TONE-04.14.11
Transfer
Responsibility to

Recover Property
J

TONE-04.14.10
Ensure
Government
Property Returned

e

TONB-04.14.12
Maintain
Record of Emergent
Off-Boarding

Trainees





image1.gif




